Emersons Green Primary School

Online Safety

- information update

2016

How are children going online?
Since 2015 there have been increases in the numbers of 5-15s who say that a tablet or a
mobile phone is the device they use most often to go online, (39% vs. 33% for tablets and
28% vs. 19% for mobile phones). As a result, the mobile phone is now the second most
popular device to go online (after tablets), overtaking laptops which were the second most
popular device in 2015.
2016

Question 1

How many Year 2
children own a tablet?
A
B
C
D

39%
73%
50%
22%
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Since 2015 there have been increases in the numbers of 5-15s who say that a tablet or a
mobile phone is the device they use most often to go online, (39% vs. 33% for tablets and
28% vs. 19% for mobile phones). As a result, the mobile phone is now the second most
popular device to go online (after tablets), overtaking laptops which were the second most
popular device in 2015.
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Year 4

Year 2

Year 6

PC

13%

PC

4%

PC

33%

Laptop

43%

Laptop

52%

Laptop

62%

Tablet

73%

Tablet

72%

Tablet

85%

X-box

50%

X-box

24%

X-box

51%

Playstation

30%

Playstation

20%

Playstation

25%

Nintendo Wii

26%

Nintendo Wii

16%

Nintendo Wii

22%

Other (TV or mobile phone)

56%

Other (TV or mobile phone)

88%

Other (TV or mobile phone)

85%

Do you know how to use the privacy settings
on these devices?

Do you know how to use the privacy settings
on these devices?

Do you know how to use the privacy settings
on these devices?

Yes

33%

Yes

56%

Yes

74%

No

66%

No

44%

No

26%

How many children said that they have been told how to stay
safe online?
Over nine in ten 8-15s say they have been given information about staying safe
online…
Over nine in ten 8-11s (94%) and 12-15s (94%) who go online say they would tell someone
if they saw something worrying or nasty online, with this most likely to be a family member.
Family is also most likely to be the source of information about the possible risks or dangers
of the internet; more than nine in ten online 8-11s and 12-15s have been given information
about these, with this most likely to come from a parent, followed by a teacher. However, this
has decreased for 8-11s (92% vs. 96%); due to fewer 8-11s saying they had been given
information by a parent.
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Question 2

How many Year 4 children said
that their parents had discussed
online safety with them?
A
B
C
D

40%
56%
66%
80%
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How many children said that they have been told how to stay
safe online?
Over nine in ten 8-15s say they have been given information about staying safe
online…
Over nine in ten 8-11s (94%) and 12-15s (94%) who go online say they would tell someone
if they saw something worrying or nasty online, with this most likely to be a family member.
Family is also most likely to be the source of information about the possible risks or dangers
of the internet; more than nine in ten online 8-11s and 12-15s have been given information
about these, with this most likely to come from a parent, followed by a teacher. However, this
has decreased for 8-11s (92% vs. 96%); due to fewer 8-11s saying they had been given
information by a parent.
Year 2

Year 4

2016

Year 6

Do your parents discuss internet safety with
you?

Do your parents discuss internet safety with
you?

Do your parents discuss internet safety with
you?

Yes

36%

Yes

56%

Yes

88%

No

64%

No

44%

No

12%

Do your parents set rules for using the
internet?

Do your parents set rules for using the
internet?

Do your parents set rules for using the
internet?

Yes

43%

Yes

80%

Yes

52%

No

57%

No

20%

No

48%

* Children said that they had discussed how to be safe online in the past but not recently.
* Parents tended to give rules about what children could use online but not about how to be safe.

How many children own a mobile phone?

5-15s are more likely to both own and use a mobile phone than in 2015
5-15s are more likely to both use and own a mobile phone than in 2015, and four in ten
(41%) now have their own smartphone. The increases in smartphone ownership are
particularly evident for 8-11s (32% vs. 24%) and for 12-15s (79% vs. 69%). As a result,
although tablet ownership is higher than smartphone ownership up to the age of 10, the two
are then fairly even until age 12, when smartphone ownership begins to outstrip tablet
ownership.
The preference for mobile phones over other devices begins at age 11
Before the age of 10 children are more likely to nominate a TV set or a tablet than a mobile
phone as the device they would miss the most. This switches at the age of 11 with a clear
preference for nominating a mobile phone over these other devices. When asked which
device they would miss the most if it was taken away, 12-15s are most likely to say their
phone, while 8-11s are most likely to nominate the TV set (30%), although the number of 811s opting for their mobile has nearly doubled since 2015 (16% vs. 9%).

2016

Question 3

How many Year 6 children
own a mobile phone?
A
B
C
D

95%
50%
78%
82%
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5-15s are more likely to both own and use a mobile phone than in 2015
5-15s are more likely to both use and own a mobile phone than in 2015, and four in ten
(41%) now have their own smartphone. The increases in smartphone ownership are
particularly evident for 8-11s (32% vs. 24%) and for 12-15s (79% vs. 69%). As a result,
although tablet ownership is higher than smartphone ownership up to the age of 10, the two
are then fairly even until age 12, when smartphone ownership begins to outstrip tablet
ownership.
The preference for mobile phones over other devices begins at age 11
Before the age of 10 children are more likely to nominate a TV set or a tablet than a mobile
phone as the device they would miss the most. This switches at the age of 11 with a clear
preference for nominating a mobile phone over these other devices. When asked which
device they would miss the most if it was taken away, 12-15s are most likely to say their
phone, while 8-11s are most likely to nominate the TV set (30%), although the number of 811s opting for their mobile has nearly doubled since 2015 (16% vs. 9%).

Year 6

Year 4

Year 2
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Do you have a mobile phone that can access
the internet?

Do you have a mobile phone that can access
the internet?

Do you have a mobile phone that can access
the internet?

Yes

30%

Yes

32%

Yes

78%

No, but I use mum or dad’s

53%

No

17%

No

68%

No

22%

How many hours each day do children go online?

As TV viewing time falls, children are spending more time online, with the estimated time both 3-4s and 515s spend online increasing (6 hours 48 minutes to 8 hours 18 minutes for 3-4s and 13 hours 42 minutes to
15 hours for 5-15s), with the latter driven by an increase among 8-11s. As a result, for the first time 5-15s
now spend more time online than watching television on a TV set (15 hours vs. 13 hours 36 minutes). This
differs by age, with 5-7s continuing to spend more time watching TV, 8-11s now spending similar amounts of
time online as watching TV and 12-15s continuing to spend more time online than watching TV on a TV set.
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Question 4

How many children in Year 6
go online for 4 hours or more
each day at the weekend?
A
B
C
D

66%
50%
42%
88%
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A
B
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As TV viewing time falls, children are spending more time online, with the estimated time both 3-4s and 515s spend online increasing (6 hours 48 minutes to 8 hours 18 minutes for 3-4s and 13 hours 42 minutes to
15 hours for 5-15s), with the latter driven by an increase among 8-11s. As a result, for the first time 5-15s
now spend more time online than watching television on a TV set (15 hours vs. 13 hours 36 minutes). This
differs by age, with 5-7s continuing to spend more time watching TV, 8-11s now spending similar amounts of
time online as watching TV and 12-15s continuing to spend more time online than watching TV on a TV set.
EGPS
Year 2
30% 4 hours or more a day in the week
56% 4 hours or more a day at the weekend
Year 4
24% 4 hours or more a day in the week
Year 6
33% 4 hours or more a day in the week
66% 4 hours or more a day at the weekend
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What are children watching online?

More children are watching TV content on tablets, smartphones and games consoles
These changes do not mean that children are consuming less content. Our Digital Day
research found the numbers of 6-15s consuming paid video on demand and watching online
video clips had increased since 2014, while our qualitative research found that children were
consuming a significant amount of content alone on their personal devices, and this seems
to be increasing. Children aged 3-4 and 5-15 are more likely than in 2015 to use a tablet to
watch television programmes or films, and 5-7s, 8-11s and 12-15s are all more likely to use
a mobile phone for this. Watching on-demand content on a tablet, mobile phone or games
console has also increased among some age groups.
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YouTube is popular across all ages, particularly among older children, with 37% of 3-4s,
54% of 5-7s, 73% of 8-11s and 87% of 12-15s using the YouTube website or app. The
content children like to watch on YouTube differs by age. Younger children (3-7) are most
likely to watch TV programmes, films, cartoons, mini-movies, animations or songs, with
parents saying this is their child’s favourite type of YouTube content. As children get older
this makes way for music videos, funny videos/ pranks and content posted by vloggers, with
the qualitative research finding that vloggers in particular are an important source of teen
orientated content.
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Question 5

How many children in
Year 4 use YouTube?
A
B
C
D

83%
50%
32%
60%
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YouTube is popular across all ages, particularly among older children, with 37% of 3-4s,
54% of 5-7s, 73% of 8-11s and 87% of 12-15s using the YouTube website or app. The
content children like to watch on YouTube differs by age. Younger children (3-7) are most
likely to watch TV programmes, films, cartoons, mini-movies, animations or songs, with
parents saying this is their child’s favourite type of YouTube content. As children get older
this makes way for music videos, funny videos/ pranks and content posted by vloggers, with
the qualitative research finding that vloggers in particular are an important source of teen
orientated content.
EGPS
2016

Year 2
73% use YouTube
Year 4
60% use YouTube
Year 6
85% use YouTube
*many children use YouTube Kids

How many children are using social media?

Although Facebook remains most likely to be children’s main site, use of other social
media services is growing
Both 8-11s (43%) and 12-15s (52%) are most likely to consider Facebook their main social
media profile. This is unchanged since 2015 but has fallen considerably since 2013, when
87% of 12-15s considered Facebook their main site. The numbers of 12-15s using
SnapChat have continued to grow (51%, up from 43% in 2015), while fewer say they use
Twitter (20%, down from 27%). The children in the qualitative research were more likely than
in 2015 to be using group chat services to chat with both family and friends, including
SnapChat, WhatsApp, Facebook Messenger and Instagram.
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SnapChat

The latest update of
SnapChat now tracks your
child's location, and marks
their location on a map for
other users to see

Instagram

Musical.ly

The number of children with a social media profile doubles between the ages of 10
and 11
The likelihood of having a social media profile increases with age; 0% of 3-4s, 3% of 5-7s,
23% of 8-11s and 72% of 12-15s have a profile. The biggest increase comes between ages
10 and 11, when the number with a profile doubles from 21% to 43%, and there is another
sharp increase between 12 and 13, from 50% to 74%.
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Question 6

How many children in Year
2 have a SnapChat
account?
A
B
C
D

33%
3%
10%
20%

How many children in Year
2 have a SnapChat
account?
A
B
C
D

33%
3%
10%
20%

SnapChat

The latest update of
SnapChat now tracks your
child's location, and marks
their location on a map for
other users to see

Instagram

The number of children with a social media profile
doubles between the ages of 10
and 11
The likelihood of having a social media profile increases
with age; 0% of 3-4s, 3% of 5-7s,
23% of 8-11s and 72% of 12-15s have a profile. The
biggest increase comes between ages
10 and 11, when the number with a profile doubles from
21% to 43%, and there is another
sharp increase between 12 and 13, from 50% to 74%.

2016

Musical.ly

EGPS
Year 2
10% have a SnapChat account
Year 4
20% have a Snapchat account
Year 6
22% have a SnapChat account
22% have an Instagram account

Musical.ly is a social networking App (Application) whereby the primary function is to allow a
user to create, share and view videos that are up to 15 seconds in length. The videos
generally depict the user lip-syncing to popular songs and are looped over and over for the
viewer.
As this is a social networking site, the user creates a profile with personal information
however there is currently no identity verification. It is free to use and as of May 2016 had
60 million users. It can be accessed on smartphones, tablets, laptops and iPods and requires
an internet connection.
Musical.ly App Permissions
• The ability to direct message other users.
• Links with other accounts such as Facebook, Instagram and Twitter.
• Requires access to the user’s device including GPS location of the user.
• By default, no privacy settings are in place, these need to be set by the user
EGPS
Year 2
17% have a Musical.ly account
Year 4
Year 6
26% have a Musical.ly account

And children feel a lot of pressure to get likes and shares quickly
The qualitative research, Children’s Media Lives, found that ‘likes’ on social media were
important ‘social currency’, with children saying they would remove posts if they didn’t
quickly receive what they considered to be an acceptable number. Some had developed this
further, timing their posts for 8-10pm, what they called Instagram ‘prime time’, in order to
maximise the number of likes they received.

2016

More than half of 12-15s say they know how to block messages from someone they don’t
want to hear from (57%) with one-third having done this (33%). Around a third say they know
how to change settings on their social media profile so fewer people can view it (36%) or
how to block junk email or spam (36%); these had both been done by around half of those
who say they know how to do them (18% and 20% of 12-15s respectively). One in three say
they know how to report something online that they find upsetting (32%), but less than one in
ten (8%) had done this. Close to three in ten say they can block pop-up adverts (27%) and
this had been done by around one in five (17%).
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Year 2

Year 4

Year 6

Do you know how to use the privacy settings
and security settings on these social
networks?
Do you know how to block and report on these
social networks?

Do you know how to use the privacy settings
and security settings on these social
networks?
Do you know how to block and report on these
social networks?

Do you know how to use the privacy settings
and security settings on these social
networks?
Do you know how to block and report on these
social networks?

Yes

17%

Yes

24%

Yes

85%

No

83%

No

76%

No

15%

How many children are playing games online?
The incidence of online gaming is higher among 8-11s (68%) and 12-15s (74%) who play
games than among 5-7s (34%) and 3-4s (24%).
2016

Minecraft

Roblox

Roblox is a multiplayer online game creation platform that allows users to design
their own games and play a wide variety of different types of games created by
the developer or other users. Sometimes compared to Minecraft, Roblox is a
website and app that hosts social network virtual world games constructed
of Lego-like virtual blocks.
Unlike Minecraft, that has different modes of play, you cannot play single player,
or restrict games to “Friends Only” on Roblox. If your child creates their
own Roblox game, it will go Public when it is launched.
The purpose of Roblox is for players to interact and make friends. This is achieved
by wandering around the online world and stopping to talk with other players within
an unmoderated chat feature. Like any online multiplayer game, there is little to no
control over the types of people or age limits of those playing the game.

Question 7

How many children in Year
4 play games online?
A
B
C
D

39%
90%
72%
50%
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A
B
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How many children are playing games online?
The incidence of online gaming is higher among 8-11s (68%) and 12-15s (74%) who play
games than among 5-7s (34%) and 3-4s (24%).
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Minecraft

Roblox

Year 6

Year 4

Year 2
Do you play games online?

Do you play games online?

Do you play games online?

90%

72%

78%

How many children chat to people when playing
online games?

Five per cent of 8-11s and 14% of 12-15s use chat features in online gaming to talk to
people they only know through the game
Children aged 8-11 and 12-15 who play games online (56% of 8-11s and 58% of 1215s) were asked about their use of chat features when playing games online.
Children are most likely to play games by themselves or with people they already know.
However, one in ten 8-11s (10%) and twice as many 12-15s (21%) say they play games
online with people they have never met and 5% of 8-11s and 14% of 12-15s say that they
use the games’ chat features to chat to people they only know through the game.
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Question 8

How many children in Year
2 play online games with
people they don’t know?
A
B
C
D

68%
46%
32%
50%

How many children in Year
2 play online games with
people they don’t know?
A
B
C
D

68%
46%
32%
50%

How many children chat to people when playing
online games?
Five per cent of 8-11s and 14% of 12-15s use chat features in online gaming to talk to
people they only know through the game
Children aged 8-11 and 12-15 who play games online (56% of 8-11s and 58% of 1215s) were asked about their use of chat features when playing games online.
Children are most likely to play games by themselves or with people they already know.
However, one in ten 8-11s (10%) and twice as many 12-15s (21%) say they play games
online with people they have never met and 5% of 8-11s and 14% of 12-15s say that they
use the games’ chat features to chat to people they only know through the game.
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Year 6

Year 4

Year 2

Who do you play with?

Who do you play with?

Who do you play with?
I play on my own

17%

I play on my own

40%

I play on my own

%

I play with people I know

83%

I play with people I know

48%

I play with people I know

59%

Sometimes I play with people I don’t know 46%

Sometimes I play with people I don’t know 12%

Sometimes I play with people I don’t know 37%

Do you send and receive messages or talk to people?

Do you send and receive messages or talk to people?

Do you send and receive messages or talk to people?

50%

72%

40%

How many children said that they have had someone
say something nasty, mean or unkind to them?
Children are more likely than in 2015 to say they dislike seeing content that makes
them feel sad, frightened or embarrassed, and to say they are worried about people
being nasty, mean or unkind to them
8-11s who play games are more likely than they were in 2015 to have any of the
concerns about gaming (54% vs. 43%); this is attributable to their being more likely to
be concerned about: strangers finding out information about them (15% vs. 10%),
people being nasty mean or unkind to others (15% vs. 8%), people being nasty, mean
or unkind to them (14% vs. 9%) and seeing things that make them feel sad, frightened
or embarrassed (11% vs. 6%).
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Question 9

How many children in Year 4
said that someone had said
something unkind to them?
A
B
C
D

50%
48%
32%
20%

How many children in Year 4
said that someone had said
something unkind to them?
A
B
C
D

50%
48%
32%
20%

Children are more likely than in 2015 to say they dislike seeing content that makes
them feel sad, frightened or embarrassed, and to say they are worried about people
being nasty, mean or unkind to them
8-11s who play games are more likely than they were in 2015 to have any of the
concerns about gaming (54% vs. 43%); this is attributable to their being more likely to
be concerned about: strangers finding out information about them (15% vs. 10%),
people being nasty mean or unkind to others (15% vs. 8%), people being nasty, mean
or unkind to them (14% vs. 9%) and seeing things that make them feel sad, frightened
or embarrassed (11% vs. 6%).
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Year 2

Year 4

Year 6

Has anyone said anything unkind or hurtful to

Has anyone said anything unkind or hurtful to

Has anyone said anything unkind or hurtful to

you or made you feel uncomfortable?

you or made you feel uncomfortable?

you or made you feel uncomfortable?

50%

20%

15%

How many children said that they would tell someone if they saw
something worrying online or someone said something nasty to them?

The majority of 8-11s and 12-15s who go online would tell someone if they saw
something worrying or nasty online
Eight to 11 year olds (94%) are as likely as 12-15s (94%) to say they would tell someone77.
The majority of both age groups would tell a family member (parent/ sibling or other family
member), with younger children more likely than older children to do this (90% vs. 83%).
Younger children would also be more likely to tell a teacher (20% vs. 14%). Twelve to 15
year olds would be more likely than 8-11s to tell a friend (23% vs. 10%), the website (6% vs.
2%) or the police (4% vs. 1%).
Less than one in ten children aged 12-15 (5%) and 8-11 (4%) say they would not tell anyone
if they saw something online that they found worrying or nasty.
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Question 10

How many children in Year 4
said that they know who to
talk to at school?
A
B
C
D

100%
80%
75%
90%

How many children in Year 4
said that they know who to
talk to at school?
A
B
C
D

100%
80%
75%
90%

The majority of 8-11s and 12-15s who go online would tell someone if they saw
something worrying or nasty online
Eight to 11 year olds (94%) are as likely as 12-15s (94%) to say they would tell someone77.
The majority of both age groups would tell a family member (parent/ sibling or other family
member), with younger children more likely than older children to do this (90% vs. 83%).
Younger children would also be more likely to tell a teacher (20% vs. 14%). Twelve to 15
year olds would be more likely than 8-11s to tell a friend (23% vs. 10%), the website (6% vs.
2%) or the police (4% vs. 1%).
Less than one in ten children aged 12-15 (5%) and 8-11 (4%) say they would not tell anyone
if they saw something online that they found worrying or nasty.
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Year 2

Year 4

Year 6

When you are at home do you what to do or
who to talk to?

When you are at home do you what to do or
who to talk to?

When you are at home do you what to do or
who to talk to?

Yes

77%

Yes

100%

Yes

100%

No

23%

No

0%

No

0%

When you are at school do you what to do or
who to talk to?

When you are at school do you what to do or
who to talk to?

When you are at school do you what to do or
who to talk to?

Yes

87%

Yes

100%

Yes

100%

No

13%

No

0%

No

0%
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Do you know what your children do online?
Are you aware of any incidents that have happened?

What does my 16 year old daughter and my 13
year old son use? (that I’m aware of!)
Facebook - Share photos and videos, send messages and get updates.
Instagram - photo-sharing, video-sharing and social networking service
Snapchat

– pictures that can disappear after a few seconds or set to allow to keep

Twitter - send and read short 140 character messages
Houseparty – group video chat
YouTube – up load and share videos
Oovoo - video chat with up to 12 people can chat at once! (and you can set it so you cant be seen!)
Vine – create videos to share
Skype

– video chat and calls
Romeo and Juliet

What are the key online risks?

Content

Contact

Conduct

What can we
do as parents?

Have a conversation

It is really important to talk with your children
on an ongoing basis about staying safe online.
Not sure where to begin? These conversation
starter suggestions can help.
1. Ask your children to tell you about the sites they
like to visit and what they enjoy doing online.
2. Ask them about how they stay safe online. What
tips do they have for you, and where did they
learn them? What is OK and not OK to share?
3. Ask them if they know where to go for help,
where to find the safety advice, privacy settings
and how to report or block on the services they
use.
4. Encourage them to help someone! Perhaps they
can show you how to do something better online
or they might have a friend who would benefit
from their help and support.
5. Think about how you each use the internet.
What more could you do to use the internet
together? Are there activities that you could
enjoy as a family?

Create a family
agreement – time
spent online, agreed
sites that can be
visited, and behaviour
expected.

Hand out

What can you do at home?

Social Networks

Find out more about the safety features
available on these popular social networks.

Web Browsers

Most web browsers now include a number of
safety features to protect your devices,
personal information and allow easier
navigation to the sites your family enjoys using.

Games Consoles
TV on Demand

Find out more about the parental control settings available on some popular TV on
Demand services:
BBC iPlayer Parental Guidance Lock
4OD Parental Control
ITV Player PIN number protection
Sky Go Parental Controls
It's worth asking your child about how they watch TV and films on their devices. If
they're using a particular app or online service, why not check if there are any
parental control settings you can make use of.

Knowing what to do if
something goes wrong.

Sharing things with other
to cheer them up or
make them laugh.

Taking regular breaks
from the internet.

Create, connect and share respect:
A better internet starts with you!

Making positive
choices online.

Checking with others
before about the things
we share.

